
ZINC PLATFORM TERMS & CONDITIONS
1. ABOUT ZINC

1.1. Who we are. Zinc Work Limited is a company incorporated and registered in England and
Wales (company number is 10961635) with a registered office address at Highbridge House,
93-96 Oxford Road, Uxbridge, England, UB8 1LU (“Zinc”).

1.2. What we do. Zinc provides the following (collectively the “Zinc Service”):

1.2.1. Zinc owns and operates the Zinc website at www.zinc.work; and

1.2.2. Zinc provides API integrated background screening software.

2. YOUR ACCEPTANCE OF THESE T&Cs

2.1. The Zinc Service is subject to these T&Cs. Your use of any part of the Zinc Service is subject
to these Zinc Platform Terms & Conditions (“T&Cs”). Please read these T&Cs carefully. You
agree that these T&Cs constitute a legally binding agreement between the end user (“you”,
“your”) and Zinc (“we”, “us”, “our”). By using any part of the Zinc Service you will be deemed to
have accepted these T&Cs in full and you agree to abide by them. If you do not agree to
these T&Cs, you are not entitled to use any part of the Zinc Service and must stop using
the Zinc Service immediately.

2.2. You should read our Privacy Policy too. Your use of the Zinc Service is also subject to the
Zinc Privacy Policy (available here [www.zinc.work/privacy.pdf]). If there is any conflict between
these T&Cs and the Zinc Privacy Policy, these T&Cs will take precedence.

2.3. These T&Cs may get updated. Zinc may revise these T&Cs at any time by posting an update
on our website. Your continued use of the Zinc Service after any such change constitutes your
acceptance of the new T&Cs and they will be binding on you. You should therefore check this
page from time to time to review the current version of the T&Cs. These T&Cs were most
recently updated on 4.3.22.

3. HOW THE SERVICE WORKS

3.1. What is it. The background screening software tool provided by Zinc as part of the Zinc Service
allows employers, candidates and referees to engage in background screening as part of a
recruitment process:

● employers can create and request background checks on candidates;

● candidates can respond to and provide background screening information to employers;
and

● referees can provide references to employers which relate to candidates.

3.2. You are not a consumer. The Zinc Service is a business service. By using the Zinc Service,
you warrant and represent that you are not a consumer and that you are acting for purposes
relating to your trade, business, craft or profession.

3.3. Paid features. Certain features of the Zinc Service are considered premium features and
require you to make payment to Zinc. You will be charged based on the payment option you
select via the Zinc website. You are liable for all fees in respect of paid features that you
purchase or load to your account, and payment in respect of such fees is due immediately upon
purchase.

3.4. Tokens. Zinc also accepts payment in “Zinc Tokens” which are created by Zinc which, subject
to separate terms, and can be used as payment for the Zinc Service. These T&Cs grant no
rights, express or implied, in relation to Tokens.

3.5. Refunds. Payments made to Zinc in relation to the Zinc Service are non-refundable. This
includes scenarios where a payment was made to Zinc but the relevant referee did not provide
any reference.

3.6. Cancelling subscriptions. If you have subscribed to Zinc, you will be able to terminate your
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subscription via the Zinc website and your subscription will terminate at the end of the current
month. If you terminate your Zinc subscription you will also lose any credits registered against
your account on the Zinc Service, however you may retain any Zinc Tokens stored in relation to
your account.

3.7. Third party ATS. The Zinc Service can be integrated via an application programming interface
(“API”) with certain third party applicant tracking systems (each an “ATS”). You acknowledge
that Zinc is not responsible for any delays, technical issues and/or losses caused as a direct or
indirect result of using such third party ATS. Existing compatible ATS integrations (subject to
change) include Greenhouse, Teamtailor, SmartRecruiters, Comeet, Lever and Workable.

3.8. Contacting third parties. You acknowledge and agree that by using the Zinc Service, you
authorise Zinc to contact and share information with specified employers, candidates, referees,
third party ATS providers, and other third parties who provide necessary background screening
services. For more information, please read the Zinc Privacy Policy.

3.9. You must provide accurate information. You warrant and represent that all information you
provide via the Zinc Service is true, complete and accurate. This includes (but is not limited to)
information you provide during registration, any profile information you provide, and any
information you provide as part of a background screening process (including references).

3.10. Referees. If you are a referee who has been asked to provide a reference via the Zinc Service,
you must ensure that any reference(s) you provide are fair and balanced, and not be unduly
positively or negative regarding the candidate.

3.11. Zinc is not responsible for content of references. You understand that by using the Zinc
Service in the capacity of a candidate you may be exposed to and/or receive a reference from a
referee that is not favourable. Zinc is not responsible for the content of any references and Zinc
does not endorse any opinions contained in any references. Under no circumstances will Zinc
be liable in any way for the content of any reference, including, but not limited to, any errors or
omissions in a reference, or any loss or damage of any kind incurred as a result of the use of
any reference made available via the Zinc Service.

4. SECURITY

4.1. We take security precautions. Zinc uses commercially reasonable endeavours to ensure that
the Zinc Service is secure, including preventing unauthorised access to the Zinc Service.

4.2. Do not share your login credentials. You must treat your login credentials as confidential.
Accordingly, you agree to: (a) maintain the security of your login credentials and be fully
responsible for all use of the Zinc Service made using your login credentials; (b) notify us
immediately if you suspect or become aware of any unauthorised use of your login credentials
or any other security incident impacting the Zinc Service, by contacting Zinc and providing
details of such unauthorised use or other security incident; and (c) ensure that you log out of
your account at the end of each session when using a public or shared device.

4.3. No liability for unauthorised use of your login credentials. Zinc accepts no liability for any
losses, damages or costs arising from or in relation to your failure to comply with clause 4.2.

4.4. Do not hack or misuse the Zinc Service. You must not misuse the Zinc Service by knowingly
introducing viruses or other material which is malicious or technologically harmful. You must not
attempt to gain unauthorised access to the Zinc Service, the server(s) on which the any part of
the Zinc Service is hosted or any other server, computer or database connected to the Zinc

Service, or to reverse engineer or decompile it (except to the extent expressly permitted by law).
You must not attack the Zinc Service via any form of denial-of-service attack.

4.5. Hackers will be prosecuted. By breaching clause 4.4, you may be committing a criminal
offence. We will report any such breach to the relevant law enforcement authorities and we will
co-operate with those authorities by disclosing your identity to them.

4.6. The Zinc Service may contain viruses. We use reasonable endeavours to ensure that the
Zinc Service does not contain or disseminate any viruses or material which is malicious or
technologically harmful. However, we do not guarantee that the Zinc Service will be free from

https://www.greenhouse.io/
https://www.teamtailor.com/en/
https://www.smartrecruiters.com/
https://www.comeet.com/
https://www.workable.com/


bugs, viruses or malicious code and we will not be liable for any loss or damage caused by
viruses or other technologically harmful material that may infect your device, equipment,
software, data or other proprietary material resulting from your use of the Zinc Service. We
therefore recommend that you use your own virus protection software and scan regularly for the
presence of viruses and other malicious or technologically harmful code on your device.

4.7. Do not upload malicious content. You are responsible for ensuring that any data that you
upload to the Zinc Service does not contain any malicious content or technologically harmful
material which could damage Zinc’s systems or compromise the Zinc Service.

4.8. We don’t store your payment card details. Zinc does not store your payment card details on
our systems. Zinc has integrated with GoCardless and Stripe to process payments.

5. USER STANDARDS

5.1. You are responsible for complying with the law. You are responsible for ensuring that you
comply with all applicable legislation.

5.2. Do not misuse the Zinc Service. You must only use the Zinc Service for its intended purposes
and in accordance with Zinc‘s official documentation. Zinc is not responsible for any damage or
loss you suffer as a result of misusing the Zinc Service. You must not use or access the Zinc
Service in order to build a competing product or service.

5.3. Do not do anything to bring Zinc into disrepute. You will not publish or disseminate any
material that brings or may bring Zinc into dispute or disrepute or in any way damages the
standing or reputation of either Zinc or the Zinc Service. For the avoidance of doubt, this
includes disseminating offensive material on the Zinc Service, and spamming other users of the
Zinc Service.

6. ACCESSING THE ZINC SERVICE

6.1. Register for full functionality. To access certain functionality, you are required to register an
account with Zinc.

6.2. The Zinc Service may occasionally be unavailable. Zinc does not guarantee that the Zinc
Service will always be available or uninterrupted and Zinc will not be liable for any reason if the
Zinc Service is unavailable at any time or for any period. Access to the Zinc Service may be
suspended temporarily and without notice in the case of system failure, maintenance, upgrade
or repair.

6.3. Software updates. From time to time, Zinc may (without notice and at our sole discretion)
introduce updates to the Zinc Service, e.g. to introduce new and/or improved functionality.

6.4. Temporary restrictions. Zinc may temporarily suspend your login credentials if we suspect or
detect (in our sole opinion) any suspicious or illicit activity (e.g. unusual login attempts).

6.5. Service levels. Except as expressly stated to the contrary in these T&Cs and/or as otherwise
required by applicable law, the Zinc Service is provided on an “as is” and “as available” basis,
and in no event does Zinc warrant that the Zinc Service will be error-free or uninterrupted.

6.6. If you breach these T&Cs. Zinc is entitled to immediately terminate these T&Cs and revoke
the licence granted in clause 8.2 (including disabling your login credentials), if you have failed to
comply with any provision of these T&Cs.

7. DATA PROTECTION

7.1. You have read and understood the terms of our Privacy Policy. Zinc has a privacy policy
(the “Zinc Privacy Policy”) which you can access (here [www.zinc.work/privacy/]). We strongly
recommend that you read and ensure you understand the Zinc Privacy Policy prior to using the
Zinc Service.

7.2. Processing personal data. As a result of your use of the Zinc Service, Zinc will process
personal data. the Zinc Privacy Policy sets out the basis on which the personal data collected
from you, or that you provide to us, will be processed by us.

7.3. Zinc Data Processing and Sharing Agreement. If you use the Zinc Service as an employer,
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the Zinc Data Processing and Sharing Agreement (“Zinc DPSA”) at Schedule 1 shall apply,
which sets out the rights and obligations of the parties in relation to the processing of personal
data as a result of your use of the Zinc Service. If there is any conflict between these T&Cs and
the Zinc DPSA, the Zinc DPSA will take precedence.

8. INTELLECTUAL PROPERTY RIGHTS

8.1. Zinc own or license all intellectual property in the Zinc Service. Zinc (and our licensors as
applicable) owns or licenses all Intellectual Property Rights in the Zinc Service and all content
displayed on the Zinc website, including but not limited to all trade marks, copyrights, database
rights and other Intellectual Property Rights of any nature and all underlying software code.
Those works are protected by copyright laws and treaties around the world. All such rights are
reserved.

8.2. Licence to use the Zinc Service. As long as you comply in full with these T&Cs, Zinc grants
you a limited, non-exclusive, non-transferable, revocable licence to access and use the Zinc
Service solely for the purpose of receiving the Zinc Service. You may not lease, rent or
otherwise make your Zinc account available to any other person or business.

8.3. Do not copy or redistribute Zinc content. You must not copy, scrape, extract, reproduce,
modify, license to any third party, or sell or offer to sell to any third party any data from the Zinc
Service. You agree not to use, or cause to be used, any manual or automated program, tool, or
process, (including any scraper or spider robot), to extract, scrape, data mine, transmit, or
publish, any part of the Zinc Service.

8.4. Do not interfere with any trade marks or copyright notices. You will not interfere with or
attempt to remove any trade mark or copyright notices from any content displayed within the
Zinc Service.

8.5. You grant us a licence to use your data. By sharing any information, content, or data with
Zinc (as further described in the Zinc Privacy Policy), you grant Zinc an irrevocable, perpetual,
worldwide, non-exclusive, sub-licensable, royalty-free, transferable licence to use your data for
the purpose of providing the Zinc Service, including but not limited to displaying, copying,
editing, and creating derivative data relating to all such data.

8.6. Don’t submit infringing or illegal content. You warrant and represent that you have the full
right and authority to use any data and/or materials that you submit and/or upload to the Zinc
Service, and that the use of such data and/or materials by Zinc will not infringe the rights of any
third party or be in breach of any applicable law.

8.7. Derivative works. Zinc shall own all Intellectual Property Rights in any derivative works created
by Zinc from any data and/or materials that you submit and/or upload to the Zinc Service and
you waive any moral rights that you may have in any such derived data.

8.8. “Intellectual Property Rights” means all patents, rights to inventions, copyright and related
rights, moral rights, database rights, trade marks and trade names, rights to goodwill and to sue
for passing off, rights in designs, rights in confidential information (including know-how and
trade secrets) and any other intellectual property rights, in each case whether registered or
unregistered, and including all applications (and rights to apply) for, and renewals and
extensions of and rights to claim priority from such rights and all similar or equivalent rights and
forms of protection which subsist or will subsist now or in the future in any part of the world.

9. LIABILITY

9.1. Mutual indemnity. The breaching party agrees to indemnify the indemnified party and hold us
harmless against all losses, damages, costs, expenses (including reasonable legal fees) and
liabilities that the indemnified party may suffer as a result of any claim from a third party which
results from the breaching party’s breach of these T&Cs.

9.2. We do not exclude liability for death or injury or other specified losses. Nothing in these
T&Cs will operate to exclude or limit either party’s liability: (a) for death or personal injury
caused by its negligence; (b) for any fraud or fraudulent misrepresentation; or (c) to the extent



that such liability cannot be excluded or limited under applicable law.

9.3. What each party is not liable for. Either party will have no liability to the other party (whether
in contract, tort (including negligence), under an indemnity, or otherwise) for any: loss of profit,
loss of revenue, loss of sales, business or business opportunity, loss of agreements or
contracts, wasted expenditure, anticipated savings, damage to reputation or loss of goodwill, in
each case, whether direct or indirect; or indirect or consequential loss.

9.4. Mutual limitations of liability. Subject to clauses 9.2 and 9.3, either party’s aggregate liability
to the other party for any loss or damage arising (directly or indirectly) out of or in connection
with these T&Cs whether in contract (including intentional breach or non-performance) or tort
(including negligence), for breach of statutory duty or misrepresentation, under an indemnity or
otherwise shall not exceed in respect of any and all events occurring during any Contract Year,
the greater of (i) £12,000; and (ii) the amount of the fees paid by you to us in respect of such
Contract Year. “Contract Year” means each successive 12-month period commencing on the
date you first register for a Zinc account, or an anniversary thereof.

10. CONFIDENTIALITY

10.1. Acknowledgement. Each of the parties recognises that in the course of performing these T&Cs
it may receive Confidential Information belonging or relating to the other party. “Confidential
Information” means, in relation to either party, all information which is not in the public domain
and which belongs or relates to that party or its business, including information relating to any of
its: (a) customers, suppliers, financial information, advertising and promotional materials; (b)
products, services, processes, strategies and developments; (c) future projects, business plans,
budgets, commercial relationships and negotiations. Subject to clauses 10.2 and 10.3, each
party agrees in relation to the Confidential Information relating to the other party:

10.1.1. not to use such Confidential Information for any purpose other than the purpose for
which it is made available under these T&Cs (which in the case of Zinc includes the
performance of the Zinc Service);

10.1.2. not to disclose such Confidential Information except to such of its personnel who need to
know such Confidential Information for the purposes of performing its obligations, and/or
exercising its rights, under these T&Cs provided that it notifies any such personnel of the
confidential nature of the information before disclosure and is responsible for their
compliance with the confidentiality obligations in this clause 10; and

10.1.3. to use reasonable care (and in any event not less than the care which it uses to protect
its own Confidential Information) to keep, and to ensure that its personnel keep, all
Confidential Information confidential.

10.2. Exceptions. The obligations in this clause 10 shall not apply in relation to (i) information which is
or becomes public knowledge other than as a result of a breach of these T&Cs or any other duty
of confidentiality; or (ii) information which the party using or disclosing such information: (a) knew
before it was first disclosed to it by or on behalf of the other party, and in respect of which the
party using or disclosing such information was not under any other duty of confidentiality; or (b)
received from a third party entitled to disclose the same.

10.3. Permitted disclosure. Each party shall be entitled to disclose Confidential Information to the
extent it is required to do so:

10.3.1. by any applicable law or by a court, arbitral or administrative tribunal; or

10.3.2. by any regulatory body, provided that, to the extent it is legally permitted to do so, it gives
the other party as much prior notice of such disclosure as possible and takes into account
any reasonable requests of the other party in relation to the form and content of such
disclosure; or

10.3.3. in order to give proper instructions to any professional adviser of such party who has an
obligation to keep such Confidential Information confidential.

10.4. This clause 10 shall survive the expiry or termination for any reason of these T&Cs.



11. GENERAL

11.1. Assignment. Zinc may transfer its rights and obligations under these T&Cs to another
organisation. Zinc will always tell you in writing if this happens. You will not transfer your rights or
your obligations under these T&Cs to another person or entity unless Zinc gives prior written
consent.

11.2. Entire agreement. Subject to clause 2.2, these T&Cs constitute the entire understanding and
agreement between you and Zinc in relation to your use of the Zinc Service. You agree that you
have not relied on any statement or information in entering into these T&Cs which is not set out
within these T&Cs.

11.3. No rights for third parties. These T&Cs do not give rise to any rights under the UK Contracts
(Rights of Third Parties) Act 1999 to enforce any of these T&Cs, except as expressly set out in
these T&Cs.

11.4. No waiver. If Zinc do not insist immediately that you do something you are required to do under
these T&Cs, or if Zinc delay in taking steps against you in respect of you breaching these T&Cs,
that will not mean that you will not have to do those things, and it will not prevent Zinc from taking
steps against you at a later date.

11.5. Severance. If any provision or part-provision of these T&Cs is or becomes invalid, illegal or
unenforceable, it shall be deemed modified to the minimum extent necessary to make it valid,
legal and enforceable. If such modification is not possible, the relevant provision or part-provision
shall be deemed deleted. Any modification to or deletion of a provision or part-provision under this
clause shall not affect the validity and enforceability of the rest of these T&Cs.

11.6. Governing law and jurisdiction. These T&Cs (and any non-contractual obligations arising out of
or in connection with these T&Cs and any claim or dispute in relation to their formation) shall be
governed by and construed in accordance with English law and subject to the exclusive
jurisdiction of the English courts.



Schedule 1 – Zinc Personal Data Processing and Sharing Agreement

PARTIES

(1) The Customer specified in the Order Form (“Customer”)

(2) Zinc Work Limited incorporated and registered in England and Wales with company number
10961635 whose registered office is at Highbridge House, 93-96 Oxford Road, Uxbridge, England,
UB8 1LU (“Zinc”)

BACKGROUND

(A) The Customer and Zinc entered into the Zinc Platform Terms & Conditions (“Master Agreement”)
on the date the Customer first used the Zinc Service that may require Zinc to Process Personal
Data on behalf of the Customer.

(B) The parties may disclose Shared Personal Data to each other as independent Controllers.

(C) This Personal Data Processing and Sharing Agreement (“Agreement”) sets out the additional
terms, requirements and conditions on which Zinc will Process Personal Data when providing
services under the Master Agreement as a Processor on behalf of the Customer, who is the
Controller.

(D) This Agreement also sets out the rights and obligations of the parties in relation to the Processing
of Shared Personal Data as independent Controllers.

AGREED TERMS

1. Definitions and interpretation

The following definitions and rules of interpretation apply in this Agreement.

1.1 Definitions:

1 Agreed Sharing Purposes: has the meaning given to it in Clause 4.2

2 Applicant Tracking System: the Customer’s chosen applicant tracking system specified in the
Order Form, from the list of applicant tracking systems in Annex A.

3 Commissioner: the Information Commissioner (see Article 4(A3), UK GDPR and section 114,
DPA 2018) or other relevant regulator under the Data Protection Legislation.

4 Controller, Processor, Data Subject, Personal Data, Personal Data Breach, Processing and
Third Country: have the meanings given to them in the Data Protection Legislation.

5 Criminal Offence Data: Personal Data relating to criminal convictions and offences or related
security measures to be read in accordance with section 11(2) of the DPA 2018 (or other
applicable Data Protection Legislation).

6 Data Protection Legislation:

6a) To the extent the UK GDPR applies, the law of the United Kingdom or of a part of
the United Kingdom which relates to the protection of personal data.

6b) To the extent the EU GDPR applies, the law of the European Union or any
member state of the European Union to which the Customer or Zinc is subject, which
relates to the protection of personal data.

7 EU GDPR: the General Data Protection Regulation ((EU) 2016/679).

8 EEA: the European Economic Area.

9 Effective Date: has the meaning given to it in the Order Form.

10 Order Form: the executed order form between Zinc and the Customer for the Zinc Service, which
incorporates and is governed by the Master Agreement and this Agreement.



11 Processing Purposes: the services to be provided by Zinc to the Customer as described in the
Master Agreement.

Shared Personal Data: the Personal Data to be shared between the parties as independent
Controllers under Clause 4.4.

12 Special Categories of Personal Data: the categories of Personal Data set out in the Data
Protection Legislation.

13 Standard Contractual Clauses (SCCs): the standard contractual clauses for the transfer of
Personal Data to a Third Country, as approved by the Commissioner or another relevant authority,
and as may be updated, amended or replaced from time to time. .

14 Term: this Agreement's term as defined in Clause 11.

15 UK GDPR: has the meaning given to it in section 3(10) (as supplemented by section 205(4)) of the
DPA 2018.

1.2 This Agreement is subject to the terms of the Master Agreement and is incorporated into the
Master Agreement. Interpretations and defined terms set forth in the Master Agreement apply to
the interpretation of this Agreement.

1.3 The Annexes form part of this Agreement and will have effect as if set out in full in the body of this
Agreement. Any reference to this Agreement includes the Annexes.

1.4 A reference to writing or written includes email.

1.5 In the case of conflict or ambiguity between:

(a) any provision contained in the body of this Agreement and any provision contained in the
Annexes, the provision in the body of this Agreement will prevail;

(b) the terms of any accompanying invoice or other documents annexed to this Agreement
any provision contained in the Annexes, the provision contained in the Annexes will
prevail;

(c) any of the provisions of this Agreement and the provisions of the Master Agreement, the
provisions of this Agreement will prevail; and

(d) any of the provisions of this Agreement and any executed SCCs, the provisions of the
executed SCC will prevail.

2. Personal Data types and Processing Purposes

2.1 The Customer and Zinc agree and acknowledge that for the purpose of the Data Protection
Legislation:

(a) where Zinc provides the Zinc Service to the Customer (save as set out at clause 2.1(b)
below):

(i) the Customer is the Controller and Zinc is the Processor.

(ii) the Customer retains control of the Personal Data and remains responsible for its
compliance obligations under the Data Protection Legislation, including but not
limited to providing any required notices and obtaining any required consents,
and for the written Processing instructions it gives to Zinc.

(iii) ANNEX A describes the subject matter, duration, nature and purpose of the
Processing and the Personal Data categories and Data Subject types in respect
of which Zinc may Process the Personal Data to fulfil the Processing Purposes.

(iv) Zinc shall comply with Clauses 3, 5, 6, 7, 8, 9, 10, 12, 13, 14 and 15 in respect of
its Processing under this Clause 2.1(a).



(b) where, Zinc provides the Zinc Service to the Customer and the parties disclose Shared
Personal Data to each other in relation to any Data Subject who is an existing user of the
Zinc Service:

(i) each party is an independent Controller.

(ii) each party shall comply with Clause 4 in respect of the Shared Personal Data
under this Clause 2.1(b). For the avoidance of doubt, Clauses 3, 5, 6, 7, 8, 9, 10,
12, 13, 14 and 15 shall not apply to the Shared Personal Data.

2.2 Nothing in this Agreement shall prevent or restrict Zinc from providing the Zinc Service to
candidates referred to it by or on behalf of the Customer, in which Zinc is the Controller, and the
parties agree that Zinc’s provision of the Zinc Service to such candidates shall not be deemed to
be a breach of any of the provisions of this Agreement.

3. Zinc’s Processor obligations

3.1 Where Zinc is the Processor in accordance with Clause 2.1(a):

(a) Zinc will only Process the Personal Data to the extent, and in such a manner, as is
necessary for the Processing Purposes in accordance with the Customer's written
instructions. Zinc will not Process the Personal Data for any other purpose or in a way
that does not comply with this Agreement or the Data Protection Legislation. Zinc must
promptly notify the Customer if, in its opinion, the Customer's instructions do not comply
with the Data Protection Legislation.

(b) Zinc must comply promptly with any Customer written instructions requiring Zinc to
amend, transfer, delete or otherwise Process the Personal Data, or to stop, mitigate or
remedy any unauthorised Processing.

(c) Zinc will maintain the confidentiality of the Personal Data and will not disclose the
Personal Data to third parties unless the Customer or this Agreement specifically
authorises the disclosure, or as required by domestic law, court or regulator (including
the Commissioner). If a domestic law, court or regulator (including the Commissioner)
requires Zinc to Process or disclose the Personal Data to a third party, Zinc must first
inform the Customer of such legal or regulatory requirement and give the Customer an
opportunity to object or challenge the requirement, unless the domestic law prohibits the
giving of such notice.

(d) Zinc will reasonably assist the Customer, at the Customer’s cost, with meeting the
Customer's compliance obligations under the Data Protection Legislation, taking into
account the nature of Zinc's Processing and the information available to Zinc, including in
relation to Data Subject rights, data protection impact assessments and reporting to and
consulting with the Commissioner.

(e) Zinc must promptly notify the Customer of any changes to the Data Protection Legislation
that may reasonably be interpreted as adversely affecting Zinc's performance of the
Master Agreement or this Agreement.

4. Data sharing

4.1 Shared Personal Data. This clause sets out the framework for the sharing of Personal Data when
the parties disclose Personal Data to each other as independent Controllers in accordance with
Clause 2.1(b). It defines the principles and procedures that the parties shall adhere to and the
responsibilities the parties owe to each other.

4.2 Purpose. The parties agree to only Process Shared Personal Data for the following purposes:

(a) the services to be provided by Zinc to the Customer as described in the Master
Agreement.



The parties shall not Process Shared Personal Data in a way that is incompatible with the purposes
described in this clause (“Agreed Sharing Purposes”).

4.3 Compliance with Data Protection Legislation. At all times during the Term of this Agreement,
each party must ensure compliance with the Data Protection Legislation and shall not cause the
other party to breach the Data Protection Legislation.

4.4 Shared Personal Data.

(a) The following types of Personal Data will be shared between the parties during the Term
of this Agreement:

(i) the Personal Data described at Annex B; and

(ii) analytics in relation to (i) above.

(b) The following types of Special Categories of Personal Data will be shared between the
parties] during the Term of this Agreement:

(i) the Special Categories of Personal Data described at Annex B.

(c) Criminal Offence Data will be shared between the parties.

(d) The Shared Personal Data must not be irrelevant or excessive with regard to the Agreed
Sharing Purposes.

4.5 Lawful, fair and transparent Processing. Each party shall ensure that it Processes the Shared
Personal Data fairly and lawfully during the Term of this Agreement and shall ensure that it has
legitimate grounds under the Data Protection Legislation for the Processing of Shared Personal
Data.

4.6 Assistance. Each party shall provide such assistance as is reasonably required to enable the
other party to meet its compliance obligations under the Data Protection Legislation, including in
relation to Data Subject rights, the handling of any Personal Data Breach, data protection impact
assessments and reporting to and consulting with the Commissioner.

4.7 Data retention and deletion.

(a) The parties shall not retain or Process Shared Personal Data for longer than is
necessary to carry out the Agreed Sharing Purposes.

(b) Notwithstanding Clause 4.7(a), the parties shall continue to retain Shared Personal Data
in accordance with any statutory or professional retention periods applicable in their
respective countries and/or industry.

(c) The parties shall ensure that any Shared Personal Data is returned or destroyed once
Processing of the Shared Personal Data is no longer necessary for the purposes it was
originally shared for, as set out in Clause 4.2.

(d) Following the deletion of Shared Personal Data in accordance with Clause 4.7(c), the
relevant party shall notify the other party that the Shared Personal Data in question has
been deleted.

(e) Notwithstanding the remainder of this Clause 4.7, the Customer acknowledges and
agrees that (i) Zinc shall retain certain Personal Data (including, as applicable,
candidates’ identity data provided for background checks, phone contact details for
candidates and referees) for 30 days following its disclosure to the Customer via the Zinc
Service, after which it shall be deleted by Zinc; and (ii) Zinc shall not be required to notify
the Customer of such deletion.

4.8 Transfers to a third party.



(a) For the purposes of this clause, transfers of Personal Data shall mean any sharing of
Shared Personal Data by either party with a third party, and shall include, but is not
limited to, the following:

(i) subcontracting the Processing of Shared Personal Data;

(ii) granting a third party controller access to the Shared Personal Data.

(b) If either party appoints a third party Processor to Process the Shared Personal Data it
shall comply with the relevant provisions of the Data Protection Legislation and shall
remain liable to the other party for the acts and/or omissions of the Processor.

(c) The parties may not transfer Shared Personal Data to a third party located outside the
UK or EEA unless it:

(i) complies with the provisions of the Data Protection Legislation in the event the
third party is a joint controller; and

(ii) ensures that (1) the transfer is to a country approved under the applicable Data
Protection Legislation as providing adequate protection; or (2) there are
appropriate safeguards or binding corporate rules in place pursuant to the
applicable Data Protection Legislation; or (3) the transferor otherwise complies
with its obligations under the applicable Data Protection Legislation by providing
an adequate level of protection to any Personal Data that is transferred; or one of
the derogations for specific situations in the applicable Data Protection
Legislation applies to the transfer.

4.9 Security and training

(a) The parties undertake to have in place throughout the Term appropriate technical and
organisational security measures to prevent unauthorised or unlawful Processing of the
Shared Personal Data and accidental loss or destruction of, or damage to, the Shared
Personal Data and ensure a level of security appropriate to the harm that might result
from such unauthorised or unlawful Processing or accidental loss, destruction or damage
and the nature of the Shared Personal Data to be protected.

(b) The parties shall keep such security measures under review and shall carry out such
updates as they agree are appropriate throughout the Term.

(c) It is the responsibility of each party to ensure that its staff members are appropriately
trained to handle and Process the Shared Personal Data in accordance with the
technical and organisational security measures referred to at Clause 4.9(a) together with
any other applicable Data Protection Legislation and guidance and have entered into
confidentiality agreements relating to the Processing of Personal Data.

(d) The level, content and regularity of training referred to in Clause 4.9(c) shall be
proportionate to the staff members’ role, responsibility and frequency with respect to their
handling and Processing of the Shared Personal Data.

4.10 Personal Data Breaches and reporting procedures

(a) The parties shall each comply with its obligation to report a Personal Data Breach to the
Commissioner and (where applicable) Data Subjects under the Data Protection
Legislation and shall each inform the other party of any Personal Data Breach
irrespective of whether there is a requirement to notify the Commissioner or Data
Subject(s).

(b) The parties agree to provide reasonable assistance as is necessary to each other to
facilitate the handling of any Personal Data Breach in an expeditious and compliant
manner.



4.11 Resolution of disputes with Data Subjects or the Commissioner

(a) In the event of a dispute or claim brought by a Data Subject, the Commissioner
concerning the Processing of Shared Personal Data against either or both parties, the
parties will inform each other about any such disputes or claims, and will cooperate with
a view to settling them amicably in a timely fashion.

(b) The parties agree to respond to any generally available non-binding mediation procedure
initiated by a Data Subject, the Commissioner. If they do participate in the proceedings,
the parties may elect to do so remotely (such as by telephone or other electronic means).
The parties also agree to consider participating in any other arbitration, mediation or
other dispute resolution proceedings developed for data protection disputes.

(c) Each party shall abide by a decision of a competent court of Zinc’s country of
establishment or of the Commissioner.

4.12 Warranties

(a) Each party warrants that it will:

(i) Process the Shared Personal Data in compliance with all applicable laws,
enactments, regulations, orders, standards and other similar instruments that
apply to its Personal Data Processing operations.

(ii) make available on request to the Data Subjects who are third party beneficiaries
a copy of this Clause 4 unless it contains confidential information.

(iii) respond within a reasonable time and as far as reasonably possible to enquiries
from the Commissioner in relation to the Shared Personal Data.

(iv) respond to Data Subject rights requests in accordance with the Data Protection
Legislation.

(v) where applicable, maintain registration or pay the appropriate fees with the
Commissioner to Process all Shared Personal Data for the Agreed Sharing
Purposes.

(vi) take all appropriate steps to ensure compliance with the security measures set
out in Clause 4.9 above.

(b) Each party warrants that it is entitled to provide the Shared Personal Data to the other
party and each party will ensure that the Shared Personal Data is accurate.

(c) Each party warrants that it will not disclose or transfer Shared Personal Data outside the
UK or EEA unless it complies with the obligations set out in Clause 4.8.

(d) Except as expressly stated in this Clause 4, all warranties, conditions and terms, relating
to the Shared Personal Data whether express or implied by statute, common law or
otherwise are hereby excluded to the extent permitted by law.

5. Zinc's employees

5.1 Where Zinc is the Processor in accordance with Clause 2.1(a), Zinc will ensure that all of its
employees:

(a) are informed of the confidential nature of the Personal Data and are bound by
confidentiality obligations and use restrictions in respect of the Personal Data;

(b) have undertaken training on the Data Protection Legislation relating to handling Personal
Data and how it applies to their particular duties; and

(c) are aware both of Zinc’s duties and their personal duties and obligations under the Data
Protection Legislation and this Agreement.



6. Security

6.1 Where Zinc is the Processor in accordance with Clause 2.1(a):

(a) Zinc must at all times implement appropriate technical and organisational measures
against unauthorised or unlawful Processing, access, copying, modification,
reproduction, display or distribution of the Personal Data, and against accidental or
unlawful loss, destruction, alteration, disclosure or damage of Personal Data including,
but not limited to, the security measures set out in ANNEX C.

(b) Zinc must implement such measures to ensure a level of security appropriate to the risk
involved, including as appropriate:

(i) the pseudonymisation and encryption of personal data;

(ii) the ability to ensure the ongoing confidentiality, integrity, availability and
resilience of Processing systems and services;

(iii) the ability to restore the availability and access to personal data in a timely
manner in the event of a physical or technical incident; and

(iv) a process for regularly testing, assessing and evaluating the effectiveness of the
security measures.

7. Personal Data Breach

7.1 Where Zinc is the Processor in accordance with Clause 2.1(a):

(a) Zinc will within 24 hours and in any event without undue delay notify the Customer if it
becomes aware of:

(i) the loss, unintended destruction or damage, corruption, or unusability of part or
all of the Personal Data.

(ii) any accidental, unauthorised or unlawful Processing of the Personal Data; or

(iii) any Personal Data Breach.

(b) where Zinc becomes aware of (i), (ii) and/or (iii) above, it shall, without undue delay, also
provide the Customer with the following information:

(i) description of the nature of (i), (ii) and/or (iii), including the categories of in-scope
Personal Data and approximate number of both Data Subjects and the Personal
Data records concerned;

(ii) the likely consequences; and

(iii) a description of the measures taken or proposed to be taken to address (i), (ii)
and/or (iii), including measures to mitigate its possible adverse effects.

(c) immediately following any accidental, unauthorised or unlawful Personal Data Processing
or Personal Data Breach, the parties will co-ordinate with each other to investigate the
matter. Further, Zinc will reasonably co-operate with the Customer at the Customer’s
cost, in the Customer's handling of the matter, including but not limited to:

(i) assisting with any investigation;

(ii) providing the Customer with physical access to any facilities and operations
affected;

(iii) facilitating interviews with Zinc’s employees, former employees and others
involved in the matter including, but not limited to, its officers and directors;



(iv) making available all relevant records, logs, files, data reporting and other
materials required to comply with all Data Protection Legislation or as otherwise
reasonably required by the Customer; and

(v) taking reasonable and prompt steps to mitigate the effects and to minimise any
damage resulting from the Personal Data Breach or accidental, unauthorised or
unlawful Personal Data Processing.

8. Cross-border transfers of personal data

8.1 Where Zinc is the Processor in accordance with Clause 2.1(a):

(a) Zinc (and any subcontractor) must not transfer or otherwise Process the Personal Data
outside the UK or EEA without obtaining the Customer's prior written consent.

(b) Where such consent is granted, Zinc may only Process, or permit the Processing, of the
Personal Data outside the UK or EEA under the following conditions:

(i) Zinc is Processing the Personal Data in a territory which is subject to adequacy
regulations under the Data Protection Legislation that the territory provides
adequate protection for the privacy rights of individuals. Zinc must identify in
ANNEX A the territory that is subject to such adequacy regulations; or

(ii) Zinc participates in a valid cross-border transfer mechanism under the Data
Protection Legislation, so that Zinc (and, where appropriate, the Customer) can
ensure that appropriate safeguards are in place to ensure an adequate level of
protection with respect to the privacy rights of individuals as required by the Data
Protection Legislation. Zinc must identify in ANNEX A the transfer mechanism
that enables the parties to comply with these cross-border data transfer
provisions and Zinc must immediately inform the Customer of any change to that
status; or

(iii) the transfer otherwise complies with the Data Protection Legislation for the
reasons set out in ANNEX A.

9. Subcontractors

9.1 Where Zinc is the Processor in accordance with Clause 2.1(a):

(a) Zinc may only authorise a third party (subcontractor) to Process the Personal Data if:

(i) the Customer is provided with an opportunity to object to the appointment of
each subcontractor within 10 working days after Zinc supplies the Customer with
full details in writing regarding such subcontractor;

(ii) Zinc enters into a written contract with the subcontractor that contains terms
substantially the same as those set out in this Agreement, in particular, in relation
to requiring appropriate technical and organisational data security measures,
and, upon the Customer's written request, provides the Customer with copies of
the relevant excerpts from such contracts;

(iii) Zinc maintains control over all of the Personal Data it entrusts to the
subcontractor; and

(iv) the subcontractor's contract terminates automatically on termination of this
Agreement for any reason.

(b) those subcontractors approved as at the commencement of this Agreement are as set
out in ANNEX A including the Applicant Tracking System. Zinc must list all approved
subcontractors in Annex A and include any subcontractor's name and location and the
contact information for the person responsible for privacy and data protection
compliance.



(c) where the subcontractor fails to fulfil its obligations under the written agreement with Zinc
which contains terms substantially the same as those set out in this Agreement, Zinc
remains fully liable to the Customer for the subcontractor's performance of its agreement
obligations.

(d) the parties agree that Zinc will be deemed to control legally any Personal Data controlled
practically by or in the possession of its subcontractors.

10. Complaints, Data Subject requests and third-party rights

10.1 Where Zinc is the Processor in accordance with Clause 2.1(a):

(a) Zinc must, at the Customer’s cost, take such technical and organisational measures as
may be appropriate, and promptly provide such information to the Customer as the
Customer may reasonably require, to enable the Customer to comply with:

(i) the rights of Data Subjects under the Data Protection Legislation, including
subject access rights, the rights to rectify, port and erase Personal Data, object
to the Processing and automated Processing of Personal Data, and restrict the
Processing of Personal Data; and

(ii) information or assessment notices served on the Customer by the
Commissioner.

(b) Zinc must notify the Customer immediately in writing if it receives any complaint, notice
or communication that relates directly or indirectly to the Processing of the Personal Data
or to either party's compliance with the Data Protection Legislation.

(c) Zinc must notify the Customer within 10 days if it receives a request from a Data Subject
for access to their Personal Data or to exercise any of their other rights under the Data
Protection Legislation.

(d) Zinc will give the Customer its full co-operation and assistance in responding to any
complaint, notice, communication or Data Subject request.

(e) Zinc must not disclose the Personal Data to any Data Subject or to a third party other
than in accordance with the Customer's written instructions, or as required by domestic
law.

11. Term and termination

11.1 This Agreement will remain in full force and effect so long as the Master Agreement remains in
effect (“Term”).

11.2 Any provision of this Agreement that expressly or by implication should come into or continue in
force on or after termination of the Master Agreement in order to protect the Personal Data will
remain in full force and effect.

11.3 A party’s failure to comply with the terms of this Agreement shall be a material breach of the
Master Agreement. In such event, the non-defaulting party may terminate the Master Agreement
effective immediately on written notice to the defaulting party without further liability or obligation of
the non-defaulting party.

11.4 If a change in any Data Protection Legislation prevents either party from fulfilling all or part of its
Master Agreement obligations, the parties may agree to suspend the Processing of the Personal
Data until that Processing complies with the new requirements. If the parties are unable to bring
the Personal Data Processing into compliance with the Data Protection Legislation within 30 days,
either party may terminate the Master Agreement with immediate effect on written notice to the
other party.



12. Data return and destruction

12.1 Where Zinc is the Processor in accordance with Clause 2.1(a):

(a) on termination of the Master Agreement for any reason or expiry of its term, Zinc will
securely delete or destroy or, if directed in writing by the Customer, return and not retain,
all or any of the Personal Data related to this Agreement in its possession or control.

(b) if any law, regulation, or government or regulatory body requires Zinc to retain any
documents or materials or Personal Data that Zinc would otherwise be required to return
or destroy, it will notify the Customer in writing of that retention requirement, giving details
of the documents, materials or Personal Data that it must retain, the legal basis for
retention, and establishing a specific timeline for deletion or destruction once the
retention requirement ends.

(c) Zinc will certify in writing to the Customer that it has destroyed the Personal Data within
30 days after it completes the deletion or destruction.

(d) notwithstanding the remainder of this Clause 12, (i) the Customer instructs Zinc to retain
certain Personal Data (including, as identity data provided for checks: documents,
address, DOB. And contact phone number for candidates and referees) for 30 days
following its disclosure to the Customer via the Zinc Service, after which it shall be
deleted by Zinc; (ii) Zinc shall not be required to notify the Customer of such deletion;
and (iii) such deletion shall not be deemed to be a breach of any of the provisions of this
Agreement.

13. Records

13.1 Where Zinc is the Processor in accordance with Clause 2.1(a):

(a) Zinc will keep detailed, accurate and up-to-date written records regarding any Processing
of the Personal Data, including but not limited to, the access, control and security of the
Personal Data, approved subcontractors, the Processing purposes, categories of
Processing, any transfers of personal data to a third country and related safeguards, and
a general description of the technical and organisational security measures referred to in
6.1 (Records).

(b) Zinc will ensure that the Records are sufficient to enable the Customer to verify Zinc's
compliance with its obligations under this Agreement and Zinc will provide the Customer
with copies of the Records within 30 days from receipt of request by Customer.

(c) the parties must review the information listed in the Annexes to this Agreement at least
once per year to confirm its current accuracy and update it when required to reflect
current practices.

14. Audit

14.1 Where Zinc is the Processor in accordance with Clause 2.1(a):

(a) Zinc will permit the Customer and its third-party representatives to audit Zinc's
compliance with its Agreement obligations, on at least 30 days' written notice and no
more than more than once in any calendar year, during the Term. Zinc will give the
Customer and its third-party representatives all necessary assistance to conduct such
audits.

(b) a reduced notice period of at least 7 days’ written notice will apply if the Customer
reasonably believes that a Personal Data Breach has occurred or is occurring, or Zinc is
in breach of any of its obligations under this Agreement or any Data Protection
Legislation.



15. Warranties

15.1 Where Zinc is the Processor in accordance with Clause 2.1(a):

(a) Zinc warrants that:

(i) its employees, subcontractors, agents and any other person or persons
accessing the Personal Data on its behalf are reliable and trustworthy and have
received the required training on the Data Protection Legislation;

(ii) it and anyone operating on its behalf will Process the Personal Data in
compliance with the Data Protection Legislation and other laws, enactments,
regulations, orders, standards and other similar instruments;

(iii) it has no reason to believe that the Data Protection Legislation prevents it from
providing any of the Master Agreement's contracted services; and

(iv) considering the current technology environment and implementation costs, it will
take appropriate technical and organisational measures to prevent the
unauthorised or unlawful Processing of Personal Data and the accidental loss or
destruction of, or damage to, Personal Data, and ensure a level of security
appropriate to:

(A) the harm that might result from such unauthorised or unlawful Processing
or accidental loss, destruction or damage;

(B) the nature of the Personal Data protected; and

(C) comply with all applicable Data Protection Legislation and its information
and security policies, including the security measures required in 6.1.

(b) the Customer warrants and represents that it will comply with all applicable Data
Protection Legislation and Zinc's expected use of the Personal Data for the Processing
Purposes and as specifically instructed by the Customer will comply with the Data
Protection Legislation.

16. Notice

16.1 Any notice given to a party under or in connection with this Agreement must be in writing and
delivered to:

For the Customer: as specified in the Order Form

For Zinc: security-team@zinc.work

This Agreement has been entered into on the Effective Date.



ANNEX A Personal Data Processing purposes and details

Subject matter of Processing: Provision of employee reference and background checking services to the
Customer as further set out in the Master Agreement.

Duration of Processing: For the term of the Master Agreement and thereafter for any periods permitted
under the Master Agreement.

Nature and Purpose of Processing: Zinc will Process the Personal Data set out below in order to arrange
employment background checks and referencing for the Customer’s candidates.

Personal Data Categories: Identity data (which may include the following Special Categories of Personal
Data: biometric data for the purpose of uniquely identifying a natural person)), contact data, background
check status data, qualification data, employment history data, sanctions data (which may include Criminal
Offence Data), financial data and usage data.

Data Subject Types:

● Employees and contractors of the Customer;

▪ candidates seeking employment by the Customer;

● referees providing employment references for the applicable candidate;

● other third parties where requested to do so by the Customer or the applicable candidate.

Approved Subcontractors:

Company name Address Location of Data
Processing

Type of service Legal basis for
transferring
personal data
outside the UK or
EEA

1. Checking 3rd parties:

iCover services 16/18 rue Gaillon,
75002 Paris,
France.

France Supporting international criminal
record checks. Identify if an
individual holds criminal records
in a given country.

N/A

uCheck First Floor,
Chiltern House,
Sigford Rd, Marsh
Barton, Exeter
EX2 8NL

United Kingdom Supporting different levels of
criminal record check in
England and Wales. Identify if
an individual holds criminal
records in a given country.

N/A

Onfido 3 Finsbury Ave,
London EC2M
2PA

United Kingdom Identity verification services. N/A

TransUnion Red Lion
Buildings, 12 Cock
Ln, London EC1A
9BU

United Kingdom Credit agency. N/A

2. Technical 3rd parties:

MongoDB
Database

Building Two
Number One
Ballsbridge Dublin
4 Ireland

Ireland Distributed cloud database to
store contact data and check
statuses

N/A

Cloudflare County Hall/The,
Belvedere Rd,
London SE1 7PB

United Kingdom CDN and edge computing
infrastructure.

N/A



Digital Ocean
Cloud

101 6th Ave, New
York, NY 10013,
United States

United Kingdom Cloud servers to process the
application.

N/A

Nexmo Ltd. 15 Bonhill Street,
LONDON, EC2A
4DN

United Kingdom API driven Communication
service.

N/A

Mailgun 112 E Pecan St.
#1135 San
Antonio, TX 78205

United States Email communication service. Standard
contractual
clauses.

Slack Limited One Park
Place, Upper
Hatch Street
Dublin 2 Ireland

United Kingdom Communication service. N/A

Stripe Payments 9th Floor 107
Cheapside, United
Kingdom.

United Kingdom Invoicing and card payment
rails.

N/A

3. Applicant tracking systems (only if selected, as specified in the Order Form):

Lever Inc 125 Mission Street
San Francisco, CA
94103

EU & US Service
chosen by client

Receiving contact data to trigger
checks and returning report
links.

N/A

Workable 95-97 Kifisias Ave.
15125, Marousi

EU & US Service
chosen by client

Receiving contact data to trigger
checks and returning report
links.

N/A

Greenhouse New York City 18
West 18th Street,
11th Floor New
York, NY 10011

EU & US Service
chosen by client

Receiving contact data to trigger
checks and returning report
links.

N/A

Teamtailor 4th Floor, National
House, 60-66
Wardour St,
London W1F 0TA

Ireland Receiving contact data to trigger
checks and returning report
links.

N/A

SmartRecruiters 225 Bush Street,
Suite 300. San
Francisco, CA
94104

Frankfurt Receiving contact data to trigger
checks and returning report
links.

N/A

Comeet 109 South 5th
Street, Brooklyn,
New York

EU & US Service
chosen by client

Receiving contact data to trigger
checks and returning report
links.

N/A



ANNEX B Shared Personal Data Processing purposes and details

Subject matter of Processing: Provision of employee reference and background checking services to the
Customer as further set out in the Master Agreement.

Duration of Processing: For the term of the Master Agreement and thereafter for any periods permitted
under the Master Agreement.

Nature and Purpose of Processing: Zinc will Process the Shared Personal Data set out below in order to
arrange employment background checks and referencing for the Customer’s candidates.

Shared Personal Data Categories: name, account email, employment reference, education record,
nationality and document expiry date.

Data Subject Types:

● Employees and contractors of the Customer;

● candidates seeking employment by the Customer;

● referees providing employment references for the applicable candidate;

● other third parties where requested to do so by the Customer or the applicable candidate.



ANNEX C Security measures

The technical and organizational measures. See an overview of security measures on Zinc’s page:
https://zinc.work/security.

A) Access Control

Physical Access Control.  Zinc takes measures to prevent unauthorized persons from entering the
premises in which data processing systems are stored and with which personal data are processed.

Technical Access Control. Zinc takes technical measures to prevent data processing systems from
being used by unauthorized persons. These include authentication when accessing computers /
systems using a user ID and password, as well as setting up firewalls.

Personnel Access Control. Zinc ensures that only authorized Personnel can access contents and that
personal data cannot be copied, changed or deleted without authorization during processing and use
and after saving. When granting access rights to Zinc Personnel working on the Customer’s project,
Zinc follows the principle of least privilege to ensure that Customer data are accessed only by
Personnel that need the access in order to provide the Services as ordered by the Customer.

Vulnerability & Penetration testing. In order to prevent any unauthorised attacks to our platform, Zinc
maintains relationships with vulnerability and penetration testing service providers. Through
penetration testing Zinc can identify and resolve foreseeable attacks and possible abuse scenarios
and thus prevent them.

B) Organisational Measures

DPO. Zinc has a designated Data Protection Officer (DPO) as well legal and IT professionals,
to monitor and ensure compliance with GDPR and local laws.

Personnel training.  Zinc organizes regular and obligatory company Security training. During the
onboarding process, the Personnel are required to execute Non-disclosure agreements.  During the
course of engagement with Zinc, all Personnel follow guidelines to ensure confidentiality, professional
and ethical standards necessary to guarantee effective Customer Data protection.

Remote Working Policy. Zinc Personnel must act in compliance with further measures such as the
Remote working policy, device secure setup and security awareness, strong passwords policy, two
factor authentication process, etc.

C) Technical Measures

Transfer Control. Zinc prevents personal data from being read, copied, changed or deleted in an
unauthorized way during electronic transmission, transport or storage on data media through firewalls
and encryption.

Input control. Zinc ensures that it can be subsequently checked whether and by whom personal data
have been entered, changed or deleted. This includes logging, user identification.

Availability control. Zinc ensures that personal data are protected against accidental destruction or
loss. This includes the usual fire protection measures and overvoltage protection, backup concept,
virus protection, clean coding.

Separation control. Zinc ensures that personal data collected for different purposes are to be
processed separately. This includes separate accounts and encryption methods.

Data Encryption. Reference data is encrypted in transit and at rest. All data is encrypted in transit.

Authentication is added to every candidate background check report, single sign on login and  two
factor authentication is available.

https://zinc.work/security


TLS. Transport Layer Security (TLS) security protocol is used for communication within the app and
web tracking.

Additional Technical Measures. Firewalls, logging, malware protection, vulnerability scans and other
control mechanisms are in place to provide further technical security.

D) Security Development practices 

Zinc has the further following practices in place to ensure the security of the application:

1. Clean coding and least privilege access granting for Zinc IT developers.

2. Monitoring traffic – Internal network traffic is systematically checked for any suspicious
behaviour.

3. Vulnerability Management – Zinc conducts web scans and scans for potential threats.

4. Incident Management - Zinc has a well-defined incident management process for security
events, including reporting, prioritization based on urgency, escalation and mitigation.

5. Business Continuity – Zinc reviews all business-critical functions.

6. Quality assurance – Zinc tests all new features before implementing them to the application.

E) Further measures to protect Customer Data

Infrastructure. Zinc relies upon acknowledged hosting providers in the field, that (i) enable a
multi-tenant, geographically distributed environment and a high availability infrastructure, (ii) comply
with all data protection obligations as stipulated in applicable Data Protection Legislation.

Control of Processors. Zinc ensures that personal data processed by Processors are processed in
accordance with the instructions of Zinc. This includes control rights and data processing contracts
according to the GDPR.

External review. Zinc is subject to external reviews to test, evaluate and confirm that the security
measures are up-to-date, effective and functional.

F) Certifications

Zinc currently maintains the following certifications:

Tier 1 with the Independent commissioners office.

Cyber Essentials and GDPR readiness certificate.

Zinc reserves the right to replace any security measures with an equivalent or enhanced alternative at
any time during the term of the Agreement that ensure equal data security and measures in
compliance with state of the art security standards applicable in the field.


